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ITOJIOJKEHHME

00 00paboTke u obecrieueHNH OE30MACHOCTH MEPCOHATBHBIX JAHHBIX, 00pabaThIBaEMBIX B
I/IH(bOpMaIII/IOHHI)IX CUCTCMaXx MCPCOHAJIBbHBIX JaHHBIX

B JAIIIN c. Any4nHO



1. O01mme moj1oKeHus

1.1. Hacrosimee Ilomoxenne o0 oOpaboTke u oOecrieueHMHM O€30MAaCHOCTH MEPCOHATBHBIX
JAHHBIX, 00pabaThIBA€MbIX B MH()OPMALMOHHBIX CHCTEMax HNepcoHalbHbIX AaHHbIX JIIU c.
Anyunso (nanee — Ilonoxenue) pazpaboraHo B cooTBeTcTBHHM ¢ DenepalbHbIM 3aKOHOM OT
27.07.2006 Ne 152-®3 «O mnepcoHambHBIX JdaHHBIX», llomokeHHMeM 00 obecreyeHun
0€30IIaCHOCTH TEPCOHATBHBIX JAHHBIX MpU UX 00paboTke B HMH(POPMAIIMOHHBIX CHCTEMax
NEPCOHANIBHBIX JaHHBbIX, yTBepkAeHHbIM [locranoBnenuem IlpaBurtenscTtBa Poccuiickoi
@eneparun ot 01.11.2012 Ne 1119, u Ilonmoxenunem 00 0COOEHHOCTAX 0OPaOOTKU
IEPCOHANBHBIX JAHHBIX, OCYIIECTBISIEMOM O0€3 HCHOIb30BaHUS CPEACTB aBTOMAaTH3alMH,
yrBepxkacHHbIM [loctanoBnenneMm IIpaBurensctBa Poccuiickoit ®@enepanuu ot 15.09.2008 Ne
687.

1.2. Hacrosmmum [lonoxkeHnem ompenensercs TMOpsSAOK 00pabOTKu U oOecredeHus
0€30IIaCHOCTH TEPCOHANBHBIX JaHHBIX, IpU HMX 00paboTke B MH(POPMALMOHHBIX CHUCTEMAax
MIEPCOHANIBHBIX JAHHBIX C HCIIOJB30BAHHEM CPEJICTB aBTOMATHU3aIllMd M 0€3 HCIIOJIb30BaHUS
cpeacts aBTomaruszauuu B JIUIN c. AnyunHo

1.3. B Hacrosiem [1osioxeHUH NCHONIB3YIOTCS CIIETYIOIINE IOHTHS:

1.3.1. brnokupoBaHue TEpCOHANBHBIX JaHHBIX — BpEMEHHOE IMpekpaieHue coopa,
CHCTEMaTH3allii, HAKOIUICHHUS, MCIOJIb30BAHUS, PACIPOCTPAHEHUS MEPCOHAIBHBIX JIaHHBIX, B
TOM YHUCJIE UX Mepeaayu.

1.3.2. UadopmanmonHas cucreMa nepCcoHalbHBIX JaHHBIX (nanee — MHdopMannoHnHas cucrema)
— nH(pOpMaLMOHHAsI CUCTEMA, IPEACTABIISIIONIAsl COOON COBOKYIHOCTh IEPCOHAIBHBIX JaHHBIX,
colepkamuxcsa B 0aze JaHHBIX, a TaKkKe HH(POPMAIMOHHBIX TEXHOJIOTHMH M TEXHHYECKHX
CPEACTB, TMO3BOJISIONIMX OCYIIECTBISATH O0paOOTKY TakuX TIEPCOHAIBHBIX JAaHHBIX C
MCIOJIb30BaHUEM CPEJICTB aBTOMATU3ALIUU I 0€3 UCTIONIb30BaHUS TAKUX CPEJICTB.

1.3.3. Mcnonb3oBaHue MNEPCOHANbHBIX JaHHBIX — JAEUCTBUA (Olepalnuu) C MEepCOHATbHBIMU
JTAHHBIMM, COBEpLIA€MbI€ ONEpPaTOPOM B LEJISAX NPHUHATHUS PEIICHUN WIM COBEPLICHHS HHBIX
NeMCTBUH, TIOPOXKIAOIINX FOPUANIECKHIE MOCIEICTBUS B OTHOIICHUN CyOBEKTa MEepCOHATBHBIX
JAHHBIX WIM JAPYTHX JIMI JMOO MHBIM 00pa3oM 3aTparuBarolluX IpaBa U CBOOOJBI CyObeKTa
NIEPCOHATBHBIX JAHHBIX WJIM JPYTUX JIHII.

1.3.4. KoH}puaeHIMaTbHOCTh TMEPCOHATBHBIX JAaHHBIX — O00s3aTENbHOE ISl COONIOJCHUS
OTIepaTOPOM WJIM UHBIM MOJTYYHBIIMM JOCTYI K MEPCOHATBHBIM JAaHHBIM JTUIIOM TpeOOBaHHE HE
JIOITYCKaTh UX PaCHpOCTpaHeHUs 0e3 coryiacus CyObeKTa MEePCOHANBHBIX JTAHHBIX WJIH HAJTHYUS
WHOTO 3aKOHHOT'O OCHOBAHHUSI.

1.3.5. O0Ge3nnunBanue NEpCOHAIBHBIX JAaHHBIX — HeﬁCTBHH, B PE3YJIbTATC KOTOPBIX HEBO3MOKHO
ONpeCaACINTb MPUHATJICIKHOCTE NNCPCOHAJIILHBIX JAaHHBIX KOHKPETHOMY Cy6"beKTy MEPCOHAJIBHBIX
JaHHBIX.

1.3.6. O6paboTka nepcoHaNbHBIX TaHHBIX — AEMCTBUS (ONEpaluu) ¢ MePCOHATbHBIMU JaHHBIMU,
BKIIIOYasgs cOOp, CHCTeMaTH3allhio, HaKOIUIEHHe, XpaHeHue, YyTouHeHue (OOHOBIIEHHE,
M3MEHEHHE), HCIO0JIb30BaHUE, pacHpoCTpaHeHue (B TOM UHCIe Iepenady), oOe3IMYMBaHuE,
OJIOKMpOBaHKE, YHUUTOXKEHHUE IEPCOHANBHBIX JaHHBIX.

1.3.7. O6paboTka nepcoHaIbHBIX JaHHBIX 0€3 UCIIOJIb30BaHUS CPEACTB aBTOMATH3AIMH (fajee —
HeaBTomaTu3upoBaHHBI crI0c00) — NEHUCTBUS C NMEPCOHAIBHBIMH JTaHHBIMHU, Takue Kak cOop,
CHUCTEMAaTH3allMsl, HAKOIUIEHWE, XpaHEHHE, MCIOJIb30BaHUE, YTOYHEHHE, PaCIpPOCTPaHEHUE,



YHUYTOXCHHUEC MEPCOHAJIBHBIX AAHHBIX B OTHOHICHHUHU KaXXJI0ro H3 CY6’beKTOB IEPCOHAIBHBIX
JaHHBIX, OCYHICCTBJIAIOTCA IPpHU HCIOCPECACTBCHHOM Y4aCTHU YCIIOBCKA.

1.3.8. OOmenoctymHple TEPCOHATbHBIE JAaHHbIE — TIEPCOHAJbHBIC JaHHBIC, JOCTYI
HEOTPAHMUYEHHOTO Kpyra JIMI[ K KOTOPBIM MPEJOCTaBICH C COIIachsl CyOBEKTa MEePCOHATBHBIX
JIAHHBIX WJIM Ha KOTOPBIE B COOTBETCTBUHU C (eJepaIbHBIMU 3aKOHAMU HE PACIpPOCTPAHSIETCS
TpeGoBaHue cOOMOACHNS KOHPUICHIINATHHOCTH.

1.3.9. Omeparop — Ilkona, ropuandeckoe WIA (PU3HUECKOE JHUIO, OPTraHU3YIOIIUE U
OCYyLIECTBIISIOINE 00pabOTKYy MEpCOHANBHBIX JaHHBIX, a TAaKKe ONpeNeNsomue eI |
coJiep>kaHue 00pabOTKU MEPCOHATBHBIX JaHHBIX.

1.3.10. TlepconanbHble naHHBIC — JIF00as MHPOpPMAIHS, OTHOCAIIASNCS K ONPEICICHHOMY WU
OnpenesieMOMY Ha OCHOBaHMHM TakoW uHpopMmanuu (QusmdeckoMy iy (CyOBEKTY
MEPCOHAITBHBIX JAHHBIX), B TOM YHCIIE ero (haMuius, UMs, OTUYECTBO, TOM, MECSI], JaTa U MECTO
pPOXJIICHUS, aJpec, CeMeHHOe, COIMaIbHOe, MMYIIECTBEHHOE IIOJIOKEHHE, OOpa3oBaHHUeE,
npodeccusi, T0X0bl, Apyras HHPOpMAITHUs.

1.3.11. PacmpocTpaHeHHe NEpCOHAIBHBIX NAHHBIX — JCHCTBMsI, HAIIpaBJICHHBIE Ha Iepefady
NEPCOHAIBbHBIX JAHHBIX ONpPEAEIEHHOMY KPYTY JIUILl (Tlepeiaya MepcoHalbHbIX JaHHBIX) WM Ha
O3HAKOMJICHHE C IIE€PCOHAJIBHBIMM JaHHBIMH HEOTPAHMYEHHOIO Kpyra JIML, B TOM 4YHCIE
00HapoJ0BaHHE MEPCOHAIbHBIX JaHHBIX B CPEICTBAX MACCOBOM MH(pOpManuu, pasmelleHue B
UH(POPMALIMOHHO-TEICKOMMYHUKAIIMOHHBIX ~ CEeTAX MM NPEAOCTaBIEHHE  JOCTyma K
NEPCOHATBHBIM JJAHHBIM KaKUM-JT00 HHBIM CIIOCOOOM.

1.3.12. CpenuaibHble KaTeropuM I[EPCOHANBHBIX JaHHBIX — IIEPCOHAJBHBIE JIAHHBIE,
Kacarolluecss  pacoBOil, HAIMOHAJBbHOW  NPUHAIJIEKHOCTH, IOJUTHUYECKHX  B3IVIAIOB,
PEIUTHO3HBIX WIH PHIOCOPCKUX YOSKICHHIA, COCTOSIHUS 3/I0POBbSI, ”HTUMHOM KH3HHU CYOBEKTa
HEPCOHAIBHBIX JIaHHBIX.

1.3.13. YHUUTOXEHUE NTEPCOHANBHBIX JAHHBIX — JAEUCTBUSA, B PE3YJIbTaTe KOTOPHIX HEBO3MOXKHO
BOCCTAHOBUTh  COJIEp)KaHUE TEPCOHAIBHBIX JAaHHBIX B  HMH(OpMaIMOHHOW  cHcTeMe
NEPCOHAIBHBIX JaHHBIX WM B PE3yJbTaTe KOTOPHIX YHMUYTOXKAIOTCS MaTepUalbHbIE HOCUTENN
NIEPCOHAIBHBIX JaHHBIX.

2. ITopsinok 00padoTKM MEPCOHANBHBIX JAHHBIX

2.1. OO6paboTka mNepcoHaJIbHBIX NaHHbIX B HMH(popmanuoHHbIX cuctemax IlIkonsl momkHa
OCYIIECTBIISATHCS HA OCHOBE MPUHIUIIOB!

- 3aKOHHOCTH IeJIek U CII0c000B 06pa6OTKI/I NEPCOHANIBHBIX JAHHBIX U ,Z[06]I)OCOB€CTHOCTI/I;

- COOTBCTCTBUA ueneﬁ O6pa6OTKI/I NEPCOHAJIbHBIX MAHHBIX MEJISAM, 3apaHEC OIIPCACIICHHBIM U
3asBJICHHBIM IIPpU c6ope NEPCOHANIBHBIX JAHHBIX, a TAKKC ITOJITHOMOYHAM OII€paTopa,

- COOTBETCTBUSI O00beMa U XapakTepa 00pabaThIBA€MbIX NEPCOHAIBHBIX TaHHBIX, CIOCOOOB
00pabOTKM NEPCOHANBHBIX JaHHBIX LEIIM 00pa0OTKH NEPCOHANBHBIX JIaHHBIX;

- HOCTOBCPHOCTU IMEPCOHATBHBIX HOAHHBIX, HX AOOCTATOYHOCTHU JJIA ueneﬁ 06pa6OTKI/I,
HEOOIIYCTUMOCTHU O6p360TKI/I NEpCOHANIBHBIX NAHHBIX, M30BITOYHBIX 110 OTHOIICHUIO K oeiaam,
3asBJICHHBIM IIpH c60pe NMEPCOHANIBHBIX TaHHBIX;

- HEJIOMYCTUMOCTH OOBEAMHEHHUS CO3JAaHHBIX 1T HECOBMECTHMBIX MEXIY CO00# menel 06a3
JTAHHBIX HHPOPMAIIMOHHBIX CUCTEM MEPCOHATBHBIX TAHHBIX.



2.2. O6paboTka mepcoHaNbHBIX HaHHBIX B MHbopmammonnsix cuctemax IlIkomsr Moxer
OCYIIECTBIISITHCSL OTIEPATOPOM C MHUCHMEHHOTO COTJIACHsl CYOBEKTOB MEPCOHANBHBIX AHHBIX, 32
UCKJTFOUEHHUEM CIICAYIONINX CITy4aeB, KOTJa TAKOTO COTJIacus He TpeOyeTcs, eCIlu:

- 00paboTKa MEPCOHAIBHBIX JAHHBIX OCYIIECTBISECTCS HAa OCHOBAaHHMU (heepajbHOrO 3aKOHa,
yCTaHABJIMBAIOUIETO €€ 1IeJb, YCIOBUS IMOJYYCHUS MEPCOHAIBHBIX AAHHBIX U KPYr CYOBEKTOB,
NIEPCOHAJIBHBIC JJAHHBIC KOTOPBIX MOJUICkKAT 00pabOTKE, a TAKKE ONMPEICIISIONIETO MOJHOMOYHUS
oreparopa;

- o6pa60T1<a NEPCOHATTBHBIX JAaHHBIX OCYHICCTBIACTCA B LEIAX UCIIOJIHEHUA JOI0OBOpa, OI[HOﬁ nu3
CTOPOH KOTOPOr'o ABJISACTCA Cy6’beKT NECPCOHAIBHBIX JAHHBIX;

- 06pa60TKa NEPCOHATIbHBIX NAHHBIX OCYHICCTBIIACTCA JISI CTATUCTUYCCKUX HUJIM MHBIX HAYYHBIX
ueneﬁ IIpHu yCJI0BHUU 00s13aTeNIbHOr0 00€3IMUMBaHHUS INEPCOHATIBHBIX TaHHBIX;

- 06p360TKa NEPCOHATIbHBIX OAaHHBIX HCO6XOI[I/IMa IJId 3alllMTBL ’)KU3HU, 3J0POBbs WJIM HHBIX
KU3HCHHO Ba>XHBIX HMHTCPECOB CY6”beKTa NEPCOHAJIBHBIX MAHHBIX, €CJIM IIOJYUCHHUEC COIJIaCusl
CYG'beKTa NEPCOHAJIbHBIX JaHHBIX HCBO3MOKHO.

2.3. OOpaboTka omeparopoM CIHEHMUATBHBIX KATETOPH IEPCOHATBHBIX JaHHBIX B
HNudopmanmonnbix cucremax [Ikoibl qomyckaeTcs eciu:

- CY6"[>€KT MNEPCOHAJIBHBIX NAaHHBIX OdJI COIJIaCHUC B MUCHBMEHHOMN (I)opMe Ha 06pa60TKy CBOHX
MNEPCOHAJIbHBIX JaHHBIX;

- HCPCOHAJIIBHBIC JAHHBIC SABJIAIOTCA O6H.I€,Z[OCTy1'IHLIMI/I;

- IICPCOHAJIbHBIC JaHHBIC OTHOCATCA K COCTOSAHUIO 310POBbA CY6’beKTa MNCPCOHAIIBHBIX JaHHBIX H
ux 06pa60TKa HCO6XOILI/IM3. AJId 3al0MTBI €0 KU3HU, 3J0POBbA HMJIW HWHBIX KU3HCHHO BaXHBIX
HHTCPCCOB 100 JKU3HH, 340POBbS WJIIM HHBIX JXKU3HCHHO BAXXHBIX HHTCPCCOB APYIux JIML, U
MMOJIYYCHHE CoTrjiaCusd C}’6"I>eKTa NEPCOHANIBHBIX JaAHHBIX HCBO3MOKHO;

00paboTKa MEePCOHANBHBIX JIAHHBIX OCYLIECTBISETCS B MEIUKO-NPO(UIAKTUYECKUX LENSIX, B
LEJSIX YCTAaHOBJICHUS! MEAUIIMHCKOTO IMarHo3a, OKa3aHUsl MEAUIIMHCKUX U MEINKO-COIMabHbIX
yCIOyr TpU YCIOBUH, 4YTO 00pa0oTKa MEpCOHANBHBIX JAHHBIX OCYIIECTBIISETCS JIULIOM,
npo(ecCHOHANBHO ~ 3aHUMAIOUIMMCS  MEAMIIMHCKOW  JIeATENbHOCTBIO U O0sI3aHHBIM B
COOTBETCTBHUHM € 3aKOHOJaTeNbcTBOM Poccuiickoit dexepannn coxpaHsaTh BpaueOHYIO TaliHY.

2.4. B cnyyae ecnu omepaTop Ha OCHOBaHMM JIOTOBOpa MOpy4aeT oOpabOTKYy MEepCOHAIBHBIX
JaHHBIX JIPyrOMY JIMIly, CYIIECTBEHHBIM YCJIOBHEM JIOTOBOpa SIBJISIETCA O0OSI3aHHOCTH
o0ecrieyeHUs  YKa3aHHbIM JIMIOM  KOH(MICHIMANbHOCTH TEPCOHAIBHBIX  JAHHBIX H
0€30MacHOCTH NEPCOHAIBHBIX JJAHHBIX MPU UX 00paboTKe.

2.5. Omnepatop, MNOMY4YAIOIIMK JOCTYN K TEPCOHAIBHBIM JIaHHBIM, JOJDKEH O0eCreunBaTh
KOH(UICHIIMATFHOCTD TAKUX JIaHHBIX, 32 UCKIIOYEHUEM CITy4aeB:

- B cIy4yae 00e3TMUMBaHUs IEPCOHANBHbBIX JaHHBIX;

- B OTHOUICHUH OOIIEOCTYIHBIX MEPCOHANBHBIX JaHHBIX.

2.6. OO0paboTka mepcoHaNbHBIX JaHHBIX B MHpopmanuonubix cucremax IlIkosnbr
OCYILECTBIISICTCS TOJIBKO C COTJIacHs B MMCbMEHHOM (opMe CyObeKTa MepCOHATbHBIX JaHHBIX, 32

WUCKIIFOYCHHEM  CIIy4aeB, TMPEAYCMOTPEHHBIX  (emepanbHBIMH  3aKOHAMH,  KOTOPBIMHU
MpeIyCMaTPUBAIOTCSA Cllydad OO0s3aTENbHOTO TMPEAOCTABICHUS CYOBEKTOM TMEPCOHATBHBIX



JAHHBIX CBOMX IEPCOHANBHBIX NAaHHBIX B ILEIAX 3aLIUTBl OCHOB KOHCTUTYLMOHHOIO CTPOA,
HPaBCTBEHHOCTH, 3/I0POBbs, MIPAaB U 3aKOHHBIX MHTEPECOB APYTUX JIHI, oOecrieyeHus 0O00pOHbI
CTpaHbl U 0€30MaCHOCTH roCy1apcTBa.

2.7. TluceMeHHOe corjacue CyOBeKTa TIEPCOHANBHBIX JMJAaHHBIX Ha O00pa0OTKy CBOHX
NIEPCOHANBHBIX JaHHBIX B HpopManmoHHbIX crctemax [Ikoibl JOKHO BKITIOYATH B CeOsl:

- (baMI/IJ'II/II-O, HMsI, OTYECTBO, aJpeC CY6’LGKT3. IEPCOHATIBHBIX JaHHBIX, HOMECP OCHOBHOI'O
JOKYMCHTA, YAOCTOBCPAIOUICTO €TI0 JIUIYHOCTb, CBCACHUS O AAaTC BblJAaYM YKAa3aHHOI'O JOKYMCHTA
H BBIJABIIEM €I'0 OPraHe;

- HauMeHoBaHue ((daMuiIMio, UMs, OTYECTBO) U aJpec OIeparopa, MOJYYarollero corjacue
CyOBEeKTa MePCOHABHBIX JAHHBIX;

- IeJIb O6pa6OTKI/I IEPCOHATIbHBIX TaHHBIX;

- IHCPCUCHb IICPCOHAJIbHBIX JAaHHbIX, Ha o6pa60TI<y KOTOPBIX HAa€TCA COIJIacuc CY6’beKTa
NEPCOHAIBHBIX JAHHBIX;

- [ICPCUCHb JIEHUCTBUH C NNEpCOHAIbHBIMU JaHHBIMH, Ha COBCPIICHHUEC KOTOPLIX AACTCA COrjiacue,
06]]_[66 OIMMCAHUC HUCIIOJIb3YCMBIX OII€PATOPOM croco0oB O6pa6OTKI/I MNEPCOHAJIbHBIX JTaHHBIX;

- CPOK, B TCHCHUC KOTOPOT'O HCﬁCTByeT coryracue, a TakKeC MopAAa0K €ro OT3bIBa.

2.8. O0sA3aHHOCTh MPEJOCTABUTH JOKA3aTEIbCTBO MOIYUYEHHSI COTJIacusl CyOBbEKTa MEPCOHATBHBIX
JAHHBIX Ha 00pabOTKy €ro IepcOHAIbHBIX JIAHHBIX, a B ClIy4ae 00pabOTKH OOIIEOCTYITHBIX
NEPCOHATIBHBIX NOAHHBIX B I/IH(i)OpMaIII/IOHHBIX cucreMax llIkoisl 00S3aHHOCTH JOKa3bIBaHU
TOTO, YTO 0OpabaTbiBaeMbIe NEPCOHAIBHBIC JIaHHBIC SBISIOTCS OOLIEOCTYITHBIMHU, BO3JIaraeTcs
Ha OIepaTopa.

2.9. B cnyuae HefeecriocOOHOCTH CyObEKTa EPCOHATBHBIX JaHHBIX COrylacue Ha 00paboTKy ero
NepCOHAIbHBIX JaHHbIX B MHpopManumonnsix cucremax IlIkonsl naeT B mUCbMEHHOHN (opme
3aKOHHBIN MpeACTaBUTENh CYOBEKTa IEPCOHABHBIX TaHHBIX.

2.10. B caywyae cmepTH CcyObEeKTa NEpCOHANbHBIX MJAaHHBIX corjacue Ha oOpaboTKy ero
NEepPCOHAIBbHBIX JNaHHBIX B MHopmanumonHbix cucremax llIkonsl garoT B MHCbMEHHON (Qopme
HaCJIeIHUKU CyOBbEeKTa MepCOHAIbHBIX JaHHBIX, €CIIM TAaKOE COIJlacke He ObUIO JJaHO CYyOBEKTOM
NEPCOHAIBHBIX JaHHBIX ITPHU €T0 KU3HU.

2.11. CyObeKT mepcoHANbHBIX JAaHHBIX WMEET MPaBO Ha IMOJy4YeHHE CBEICHHH 00 00paboTke
CBOMX MEepCOHANbHBIX JaHHBIX B MHbopManmonnsix cuctemax Illkonbl, a omepatop o0s3aH ux
IPEIOCTaBUTh B COOTBETCTBUU €O cTaThsiMu 14 u 20 denepanpHoro 3akoHa ot 27.07.2006 Ne
152-®3 «O nepcoHanbHBIX JaHHBIX.

3. Mepsl! 1o o0ecnieyeHUI0 0€30MACHOCTH MEPCOHAJIBHBIX IAHHBIX IPH UX 00padoTke

3.1. be3omacHOCTh MepcOHANbHBIX JaHHBIX, 00pabaTbiBaeMbIXx B MHQOpPMAIIMOHHBIX CHCTEMax
[IIkombl, JOoCcTUTAETCA IMYTEM UCKIOYEHMS] HECAHKIIMOHHPOBAHHOIO, B TOM YHCIIE CIY4ailHOTO,
JOoCTyna K MEepPCOHAIbHBIM JIaHHBIM, PE3YyJIbTaTOM KOTOPOIO MOKET CTaTh YHUYTO)KEHUE,
U3MEHEeHHe, OJIOKMPOBAaHUE, KOMMPOBAHHE, PACIIPOCTPAHEHHE MEPCOHATBHBIX JaHHBIX, a TaKXKe
WHBIX HECAHKIIMOHUPOBAHHBIX JIEUCTBUM.

3.2. Jna obecrnieueHusi 0€30MACHOCTH TMEPCOHANBHBIX JAaHHBIX TMpPH HX 00paboTke B
HNudopmannonssix cucremax I1Ikobl ocymiecTBiseTcs 3amuTa:



- nHpopManH, 00padaTHIBAEMON C UCIIOIH30BAHIUEM TEXHUUECKUX CPECTB;

- uH(popMaK, coxaepkaiieiicss Ha OyMa)KHOW, MarHUTHOM, MAarHUTHO-ONTHYECKOW W WHOU
OCHOBE (HOCHUTEJISX).

3.3. Pabotel mo oOecrieueHH0 0€30MACHOCTH TMEPCOHAIBHBIX JaHHBIX IMPH HX 00pabOTKE B
Nudopmannonnbix cucremax LIIKombl SBISIOTCS HEOTHEMIIEMON 4YacThi0 pabOT MO CO3/1aHUI0
WHpOpMaIMOHHBIX CHCTEM.

3.4. HNudopmanmonneie cucrembl Illkonpl knaccudunupyroTcs omnepatopom. IIpoeaeHue
kinaccupukanun  MHpopMannoHHbIX — cucteM  ompeneneHo  llopsiikom — mpoBeneHus
KJacCU(pUKaUUu HUH(POPMALMOHHBIX CHUCTEM MEPCOHAIBHBIX JIaHHBIX, YTBEPKJACHHBIM
COBMECTHBIM MpHKa3zoM DenepanbHOM CIIy’KOBI MO0 TEXHUYECKOMY M AKCHOPTHOMY KOHTPOJIIO,
OdenepanpHol  cykObl  Oe3omacHoctH  Poccmiickoit  denpepanuu,  MHUHHCTEPCTBOM
MH(POPMALIMOHHBIX TEXHOIOTUN U cBsa3u Poccuiickoit @enepannu ot 13.02.2008 Ne 55/86/20.

3.5. OOMeH mepcoHalIbHBIMU JaHHBIMU IpPH UX 00pabotke B MH}OpMalMOHHBIX cHUCTeMax
[IIkonBl OCYIIECTBISETCS IO KaHAJlaM CBSI3HM, 3allUTa KOTOPBIX OOCCIIEUYUBACTCS ITYyTEM
pealu3alid COOTBETCTBYIOIIMX OpPraHM3AllMOHHBIX Mep U (WIM) TyTeM NpPUMEHEHUs
TEXHUYECKUX U MPOTPAMMHBIX CPEJICTB.

3.6. Pazmemenne Mudpopmannonnsix cuctem llkounbl, cniennaibHoe 000pyIOBaHHE M OXpaHa
IIOMEIIEHUH, B KOTOPbIX BeAeTCs paboTa ¢ MEePCOHAIbHBIMU JAHHBIMHU, OpraHHU3alus pexuMa
oOecrieyeHnss 0€30MAaCHOCTH B OJTUX IOMEIICHHUAX JIOJDKHBI OOECIeYHBAaTh COXPAHHOCTh
HOCUTeNIell NEepCOHANbHBIX JaHHBIX M CPEICTB 3alIUThl MHPOpPMALMHU, a TaKKe HCKIH0YaTh
BO3MOXHOCTb HCKOHTPOJIIMPYEMOI'O INPOHHUKHOBCHHA WA Hp€6I)IBaHI/I$I B OTHUX IIOMCHICHUAX
HOCTOPOHHUX JIMILL.

3.7. Be3onmacHOCTh MEPCOHAIBHBIX AAHHBIX NPU WX 00paboTke B MH(MOpMAIIMOHHBIX CHCTEMax
[Ikonbl oOecrieunBaeT OMEpaTop MM JIMIO, KOTOPOMY Ha OCHOBaHMHU JOTOBOPA OIEpaTop
nopy4daer o0pa0OTKy TEpCOHAIBHBIX JaHHBIX (gamee —  YIOJIHOMOYEHHOE  JIHIIO).
CyllleCTBEHHbIM yCJIOBHEM JIOTOBOpA SIBJSIETCS OOSI3aHHOCTh ~ YTIOJHOMOYEHHOIO JIMIa
o0ecrieunTh KOH(PHICHIMAIHHOCTh MEPCOHATIBHBIX JAHHBIX W 0€30MacHOCTh TEPCOHAITBHBIX
JAHHBIX TpU UX 00paboTKe B MH(OOPMAIIMOHHON CHCTEME.

3.8. Ilpu oOpabGoTke mepcoHanbHBIX HaHHBIX B MHpopmanmonnsix cucremax [lkoms
0€e30I1aCHOCTEL 00eCIIEeUnBAaETC:

- MPOBEJIEHUEM MEPONPUATUIN, HANpaBICHHBIX Ha MPEJOTBPALICHHE HECAHKIIMOHUPOBAHHOTO
JIOCTYTA K NEPCOHAIBHBIM JJAHHBIM U (WJIN) Tepe/laud UX JIMIaM, He UMEIOLUM IIpaBa JI0CTyma K
Takol MH(pOpMaIuy;

- CBOEBPEMEHHBIM OOHapyXeHHEeM (PAKTOB HECAHKIIMOHMPOBAHHOTO JIOCTyMa K MEPCOHATBHBIM
JTaHHBIM;

- HEJOMYIIEHUEM BO3JIEUCTBUS Ha TEXHMYECKHE CPEJICTBA aBTOMATU3UPOBAHHOW 00pabOTKH
NEpCOHANBHBIX  JIAaHHBIX, B  pe3ylbTaTe KOTOPOrO  MOXXET OBITh  HApYIIEHO  UX

(GyHKIIMOHUPOBAHUE;

- BO3MOXHOCTBIO HE3aMCJIMTCIIbHOI'O BOCCTaHOBJICHHUA NEPCOHAIIBHBIX JaHHBbIX,
MO,Z[I/I(I)I/II_[I/IpOBaHHBIX HJIM YHUYTOKCHHBIX BCJIICACTBUC HCCAHKIIMOHUPOBAHHOTO JOCTYIIA K HUM;

- IOCTOAHHBIM KOHTPOJIEM 34 obecreyeHneM YPOBHS 3alIMIICHHOCTH IEPCOHAJIBHBIX JaHHBIX.



3.9. 3ammTa epcOHANBHBIX JaHHBIX, 0OpabdaTeiBaeMas B MHpopmanmonHubix cucremax [lIkomsl,
obecrieunBaercs 3a cyer cpeactB llkomsl B TOpsIKE, YCTAaHOBJICHHOM (QeaepalbHBIMU
3aKOHAMHU.

3.10. Hoctrynm cotpyaaukoB IlIkonsl K TMEepCOHANBHBIM JIaHHBIM, O00pabaThHIBAEMBIM B
Nudopmannonnbix cucremax IIIKoibl, 1S BBITOJHEHHS CBOMX JOJDKHOCTHBIX OOS3aHHOCTEH
MPOU3BOJUTCS K COOTBETCTBYIOIIMM TIEPCOHATBHBIM JIAHHBIM HA OCHOBAaHUHM CIIHCKA,
YTBEPXKIECHHOTO OMEPATOPOM.

4. Oco0eHHOCTH 00PA0OTKH MEPCOHANBHBIX JAHHBIX, OCYIIECTBJIAEMbIX 0€3
HCINOJIb30BAHNS CPEACTB aBTOMATU3AIUN

4.1. TlepconanpHbie AaHHBIE MPU UX 00pabOTKe, ocymecTBiIsieMOl HeaBTOMaTH3HPOBAHHBIM
croco0oM, JOJKHBI 000COOIATHCS OT HMHOW HMH(popManuu, (QuKcamued WX Ha OTIEIbHBIX
MaTepUaIbHBIX HOCHUTENSIX MEPCOHANBHBIX JaHHBIX (nanee - MaTepuaiabHble HOCHTEIH), B
CIIENMATILHBIX pa3ziesaXx KHUT (KypHaIoB) WK Ha TOJIIX (hopm (O1aHKOB).

4.2. Ilpu Quxcauuu NMEepCcOHATBHBIX JAHHBIX Ha MarepHandbHBIX HOCHTEISIX HE JIOIYCKaeTcs
¢ukcanyss Ha OJHOM MAaTepUAILHOM HOCHUTEJE IEPCOHANBHBIX JAHHBIX, LEIH 00paboTKU
KOTOPBIX 3aBEAOMO HE COBMECTHMEI. J[7isi 0OpabOTKM pa3IM4yHBIX KaTeTOpUil MEpCOHAIbHBIX
JAHHBIX, ocyuiecTBiasieMol HeaBTomMaTn3upoBaHHBIM CHOCOOOM, MJIsi KaXJIOM KaTeropuu
IIEPCOHAIIBHBIX TaHHBIX JIOJKEH HCIIOIb30BAThCs OTAECNbHBIM MaTtepuanbHblii HOCUTEb.

4.3. Tlpu HCIONB30BAaHUM THUIOBBIX ()OPM JOKYMEHTOB, XapakTep HWH(POPMALUU B KOTOPBIX
OpernonaraeT Wik JOIyCKaeT BKIIOUEHHE B HHUX IEPCOHAJbHBIX JaHHbIX (fanee — Tumoas

dbopMa), TOIKHBI COOTFOAATHCS CICTIYIOIINE YCIOBUS:

4.3.1. TunoBas ¢opma WM CBSI3aHHBIE C HEW OKYMEHTHI (MHCTPYKIUS IO €€ 3aIllOJIHEHUIO,
KapTOUYKHU, PEECTPBI U JKypHaJIbl) OJKHBI COIEPKATh:

- CBeIeHUs O 1ead  oO0paOOTKM  TEPCOHAIbHBIX  JIAHHBIX,  OCYIIECTBIISIEMOI
HeaBTOoOMaTH3MpOBaHHBIM CIIOCOOOM;

- UMs (HaUMEHOBaHME) U aJpec orepaTopa;

- (haMIIIHIO, MIMSI, OTYECTBO U a/Ipec CyOhEeKTa MePCOHATBHBIX JaHHBIX;
- UICTOYHHUK TOJTyYeHHS TIEPCOHATBHBIX JaHHBIX;

- CpOKU 00pabOTKU MEPCOHAIbHBIX TAHHBIX;

- IepeyueHb JCHCTBHM ¢ MepCOHATBHBIMU JAHHBIMHU, KOTOPbIE OYAYT COBEPIIATHCS B MPOIIECCE UX
00paboTKy;

- 00111e€ OMMCaHUE UCTIONb3YEMBIX OIIEPATOPOM CIIOCOO0B 0OPAOOTKU MEPCOHATBHBIX JAHHBIX.

4.3.2. TumnoBas ¢opma JODKHA MpeaycMaTpUBaATh TMOJE, B KOTOPOM CYyOBEKT MEpPCOHATbHBIX
JAHHBIX MOKET MOCTABUTh OTMETKY O CBOEM COTJacHH Ha 00pa0OTKy MepCOHATbHBIX JAHHBIX,
ocymiecTBisieMyo HeaBToMaTu3npoBaHHBIM CIIOCOOOM.

4.3.3. TunoBast popma J0HKHA OBITH COCTaBlIEHA TAKUM 00pa30oM, 4TOObI KaKIbIH U3 CyObEKTOB
NIEPCOHANBHBIX JaHHBIX, COACPKAIIUXCS B IOKYMEHTE, UMeNl BO3MOXXHOCTh O3HAKOMHUTBCS CO
CBOMMHU NEpPCOHAIBHBIMHM JIAaHHBIMH, COJEp)KAIllMMHUCS B JIOKyMEHTE, HE Hapylas NpaB u
3aKOHHBIX HHTEPECOB HHBIX CYObEKTOB IMEPCOHATBHBIX TAHHBIX.



4.3.4. TumoBas ¢opMa mOKHA MCKIOYaTh OOBEIWHEHWE TIOJICH, TpeAHa3HAYEHHBIX IS
BHCCCHUS HepCOHaHLHLIX JaHHBIX, ICJIN 06pa6OTKI/I KOTOpLIX 3aB€A0MO HE COBMCCTHUMBI.

4.4. TIpn HECOBMECTHMOCTH IieJieli 00pabOTKHM MEePCOHANIBHBIX JTaHHBIX, 3a()UKCUPOBAHHBIX HA
OJHOM MaTepI/IaJIBHOM HOCHUTCIIC, €CIIN MaTepI/IaJIBHbe/'I HOCHUTCJIb HC MMO3BOJISACT OCYLICCTBJIIATH
00paboOTKy MEPCOHATBHBIX JAaHHBIX OTAEIBHO OT JAPYrHX 3apUKCUPOBAHHBIX HA TOM JKE
HOCHUTCJIC NICPCOHAIbHBIX NAHHBIX, JOJIKHBI 6LITB MMPHUHATBI MCPBI 110 O6€CH€‘-I€HI/IIO pa32[eJIBHOI>'I
00pabOTKH EPCOHATBHBIX JAHHBIX:

4.4.1. Ilpu HeoOXOIUMOCTH HCIOJNB30BAHHUS WIM  PACHPOCTPAHEHUS  OMNPEEICHHbIX
MEPCOHANIBHBIX JIAaHHBIX OTACJIBHO OT HaXOIAMIMXCS Ha TOM e MarepuaabHOM HOCHTEIE
OPYTHX TE€PCOHAJbHBIX JAHHBIX OCYIIECTBISETCS KONUPOBAaHUE MEPCOHANBHBIX JAHHBIX,
HOUIeKAIUX ~ PACIPOCTPAHEHHIO  MJIM  HCIOJB30BAHUIO,  CIIOCOOOM,  HCKIIIOYAIOIIUM
OJIHOBPEMEHHOE KOMHMPOBAHHME MEPCOHANbHBIX JTAHHBIX, HE MOJUICKAIINX PACHPOCTPAHEHUIO U
UCIIOJIb30BAHUIO, U UCTIONB3YETCS (PaCIpOCTPAHSIETCS) KOS IEPCOHATBHBIX JIAHHBIX.

4.4.2. Tlpn HEOOXOJMMOCTH YHHYTOXXEHUS WM OJOKMPOBAHUS YaCTH MEPCOHAIBHBIX JTAHHBIX
YHUYTOXKAETCSl WM Onokupyercs  MarepuanbHblii  HOCUTENb € IPEIBAapUTEIIbHBIM
KOIIMPOBAaHUEM CBEJCHHUM, HE MOUIeKAIIMX YHHUUYTOXKEHUIO WM OJOKMPOBAHMIO, CIOCOOOM,
UCKJIIOYAIOIIMM  OJHOBPEMEHHOE KONHMPOBAHME IIEPCOHAIBHBIX JAHHBIX, IOJUIEKAIINX
YHUYTO)KEHUIO WK OJOKUPOBAHUIO.

4.5. YHUUYTOKEHHE UM 00€3INUYMBaHUE YaCTH INEPCOHAJIBHBIX HAaHHBIX, €CJIN 2TO HOIIYCKACTCA
MaTepI/IaJH)HI)IM HOCHUTCJICM, MOXCET MNPOU3BOAUTHCA CHOCO6OM, HCKIIIOYarInuM Il&JIBHCfIHI}’IO
06pa60TKy OTHX IICPCOHAJIbHBIX AOAHHBIX C COXPAHCHHEM BO3MOXHOCTHU 06pa6OTKI/I HHBIX
JaHHBIX, Sa(I)I/IKCI/IPOBaHHI)IX Ha MaTCpUaJIbHOM HOCHUTECJIC (YIIaJIeHI/IC, BI)IMapI)IBaHI/Ie).

4.6. [IpaBuna, npexycmotrpennbie myHkTaMu 4.4 u 4.5 Hactosimero [lonoskenus, mpUMEHSIOTCA
TaKKe B cllydae, ecii HE0OX0AUMO 00EeCTIeunTh paslielbHyl0 00paboTKy 3aMKCUPOBAHHBIX Ha
OIHOM MarepuaibHOM HOCHTENE TNEPCOHAIBHBIX JaHHBIX W WH(OpMANWU, HE SBISIOMICHCS
MEPCOHAIBHBIMU TaHHBIMH.

4.7. YTOoUHEHHE NEPCOHAIBHBIX JaHHBIX ITPU OCYLIECTBICHUH UX 00pabOTKH

HeaBTOMaTI/I?;I/IpOBaHHI)IM CIocooom MMPONU3BOAUTCA IMTYTEM OOHOBJICHUS WM U3MECHCHHS JaHHBIX
Ha MaTepI/IaJIbHOM HOCHUTCJIC, a4 CCJIIM 3TO HC JOITYCKACTCA TCXHUYCCKUMU 0COOCHHOCTSMH
MaTCpHAJIBHOTO HOCUTCIIA, - IYTEM @HKC&HI/II/I Ha TOM K€ MaTCpHUaJIbHOM HOCHUTCIIC CBC}IGHHﬁ 0
BHOCHUMBIX B HHX H3MEHEHHSX 100 IMyTEM HU3TrOTOBJICHHUSA HOBOTO MATCPUAIBHOTO HOCUTCIIA C
YTOYHCHHBIMHU MEPCOHAIbHBIMU JaHHBIMU.

4.8. O6paboTKa MepCOHANBHBIX JaHHBIX, OCyIIecTBiIsieMas HeaBToMaTH3MPOBAHHBIM CIIOCOOOM,
JOJKHA TPOM3BOAMUTHCA TakUM o00pa3oM, 4YTOOBI B OTHOIIEHHMHM KaXIOW KaTeropuu
MEPCOHAIBHBIX JAaHHBIX MOXHO OBLIO OMPENCIIUTh MECTa XPAHCHHS MEePCOHATBHBIX JTaHHBIX
(MarepuanbHbIX HOCUTENEH) W YCTAaHOBHTH MEPEYEHb JIHI], OCYIIECTBISIOMUX 00paboTKy
MEPCOHATBHBIX JAaHHBIX JTUOO UMEIOIINX K HUM JOCTYII.

4.9. Heob6xoaumo obecrieunBaTh pasaeibHOE XpaHEHHE MePCOHANBHBIX TaHHBIX (MaTepranbHbIX
HOCHTEJEH ), 00paboTKa KOTOPBIX OCYIIECTBIISCTCS B PA3JIMUHBIX HIETISX.

5. O0s3aHHOCTH JIMI, UMEIOIIUX JOCTYII K IEPCOHAJBHBIM JAHHBIM

5.1. OTBeTCTBEHHOCTH 3a oOecreueHne 0e30MacHOCTH MEePCOHANBHBIX JAHHBIX U HaAJeKaluil
pexxuM pabotsl MHpopmarmonnsix cuctem Llkonbl Boznaraercsa Ha pykoBoautens LIkombl.



5.2. B cBoeit paborte corpynuuku [lIkonsl, momymieHHbIe K 00paO0TKE MEePCOHAIBHBIX JaHHBIX B
Nudopmanmonasix  cucremax  LIIKonmel, OMDKHBI ~ PYKOBOJCTBOBATHCS  TpPeOOBaHUSIMU
dbenepalbHBIX 3aKOHOB, HOPMAaTHBHO-TIPABOBBIX JOKyMEeHTOB IIpaButennbctBa Poccuiickoit
Oeneparun, Denepa’dbHOH CIyXKObl MO TEXHUYECKOMY U JKCIIOPTHOMY KOHTPOIIIO,
OdenepanbHolt  cinykObl  Oe3omacHoct  Poccmiickorr ®Denpepanun, — MwuHHCTEpCTBa
WH(OPMALIMOHHBIX TEXHOJIIOTUH © CBsi3um Poccuiickoit ®Dexepanuu, a TakKe HACTOSIIUM
[lonoxkenneM ¥ HMHCTPYKLMEH IOJB30BATENs MO  3alIUTE [EPCOHAIBHBIX JaHHBIX,
oOpabarbiBaeMbIX B THPOPMALIMOHHBIX CHCTEMAX.

5.3. B J0KHOCTHBIE WMHCTPYKLIHMH COTPYAHHUKOB IIIKOJBI, YIOJHOMOYEHHBIX Ha 00pabOTKy
MEPCOHAIBHBIX JaHHBIX B MHopmanuoHHbXx cuctemax IlIkonbl, MOMKHBI OBITH BHECCHBI
00s13aHHOCTH O HEOOXOJMMOCTH BBITIOJIHEHHS TpeOOBaHUN MO obOecrneueHuro O0e30MacHOCTH
00pabaTbIBacMbIX HMH ITEPCOHATBHBIX JIAHHBIX.

5.4. OrBeTcTBeHHBI 3a oOecredeHne OE30MacHOCTH IEePCOHANBHBIX JaaHHbIX B Illkone
PYKOBOJICTBYETCSI B CBOCH JICSITEIIBHOCTH HMHCTPYKIIMEH OTBETCTBEHHOTO 3a oOecreueHue
0€30IIaCHOCTH TEPCOHANBHBIX JaHHBIX, OOpalaTbiBaeMbIX B MH(OpMAIMOHHBIX CHCTEMax
IIxonsl.

5.5. Ilpu oOHapyxeHHUU HapylIeHUH TOpsSAKa NPEAOCTaBICHHS TEPCOHATBHBIX JIaHHBIX,
oOpabateiBaeMblx B MHbopmanmonnsix cucremax Llkomnel, omeparop He3aMeAIUTEIBHO
PUOCTaHABJIUBAET IIPEIOCTABIICHUE MEPCOHAIIbHBIX JTAHHBIX MOJIH30BATENSIM
Nudopmanmonnsix cuctem IIkonbl 10 BBISIBICHHUS NPUYUH HAPYIICHUW M YCTPAHEHUS JTUX
MIPUYUH.

5.6. 3a mapymenue HopM Hactosmero llomoxenusi, a Ttakxke (QeneparbHbIX 3aKOHOB,
pPErJaMeHTUPYIOIIUX MOpPAJoK 00paboTku u obecrieyeHHs OE30MACHOCTH MEPCOHATBHBIX
JaHHBIX, COTPYAHHKH ]_HKOJ'IBI, JAOMYIICHHBIC K pa60Te C IMNEpCOHAJIBHBIMU JaHHBIMHU B
Nudopmanmonnsix cucremax Llkonbl, HeCyT Trpa)KAaHCKO-IIPABOBYIO, aJIMHUHUCTPATUBHYIO,
YrOJOBHYIO MW OUCHUIUIMHAPHYIO OTBCTCTBCHHOCTb B COOTBETCTBUU C ZIef/'ICTBYIOHII/IM
3aKOHO/IATEIbCTBOM.



